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ABSTRACT Cryptographic primitives are traditionally provided by C libraries (OpenSSL, libsodium)
that Lateralus programs can call via the polyglot bridge. However, for embedded contexts, firmware, and
security-sensitive code that cannot take a C library dependency, pure Lateralus implementations are
necessary. This paper describes the implementation of four fundamental cryptographic primitives in pure
Lateralus with no external dependencies: SHA-256, X25519, ChaCha20-Poly1305, and Ed25519. We
discuss the implementation choices that enable correct, constant-time code in a high-level language.

1. Motivation: Crypto Without C

Cryptographic libraries implemented in C are the norm because C gives precise control over memory
layout, SIMD intrinsics, and constant-time execution. But C code is notoriously difficult to audit for
memory safety bugs — and memory safety bugs in cryptographic code are catastrophic.

Lateralus's ownership system eliminates buffer overflows, use-after-free, and integer overflow (by
default). This makes Lateralus a better substrate for cryptographic implementations where memory
safety is non-negotiable. The cost is a performance gap compared to hand-tuned C: our benchmarks
show 15-40% overhead for the non-SIMD path, narrowing to 5% when the compiler emits AVX2
instructions.

2. SHA-256

SHA-256 is the hash function underlying most of the Lateralus security infrastructure (the telemetry
hash chain, the dataset bundle manifests, and the signed firmware audit trail).

/'l SHA-256 round constants (first 32 bits of fractional sqrt of prines)
const K [u32; 64] = [

0x428a2f 98, 0x71374491, O0xb5cOf bcf, Oxe9b5dba5,

0x3956¢c25h, O0x59f111f1, 0x923f82a4, Oxablc5ed5,

/1l ... (64 total)

1

fn sha256(message: & u8]) -> [u8; 32] {
| et padded = pad_nessage(nessage)
let nmut state = I NI TI AL_STATE
for block in padded. chunks(64) ({
| et schedul e = expand_nessage_schedul e( bl ock)
state = conpress(state, schedul e)

}
state.to_bytes_be()

}

The implementation is straightforward and matches the NIST FIPS 180-4 specification verbatim.
Performance: 450 MB/s on x86-64 (vs 600 MB/s for OpenSSL's assembly implementation).

3. X25519 Key Exchange

X25519 is Diffie-Hellman over Curve25519. The implementation uses the Montgomery ladder for
constant-time scalar multiplication:

fn x25519(scal ar: & u8; 32], point: & u8; 32]) -> [u8; 32] {
let u = FieldEl ement::frombytes(point);
let mut r0 = Fiel dEl enent::one();
let mut r1 = u;
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/1 Montgonery | adder: constant-tine regardl ess of scalar bits
for bit in scalar_bits(scalar).rev() {
let (rO_new, rl_new) = if bit == 0 {
| adder _step(r0, r1l)

} else {
let (a, b) = ladder_step(rl, r0);
(b, a)

3

rO =r0_new, rl = rl_new,

}
r0.to_bytes()

}

3.1 Constant-Time Discipline

The Montgomery ladder is correct only if the conditional swap does not introduce a timing side channel.
In Lateralus, the ct_select primitive performs a data-oblivious conditional selection without branching:

/1 Constant-time select: no branch on 'bit

fn ct_select(bit: u8, a: FieldEl enent, b: FieldEl enent) -> Fiel dEl ement {
let mask = (bit as u64).wapping_neg(); // OxFF...F if bit=1, 0 if bit=0
Fi el dEl ement (a.0 » (mask & (a.0 * b.0)))

4. ChaCha20-Poly1305

ChaCha20-Poly1305 is an authenticated encryption scheme. ChaCha20 is the stream cipher; Poly1305
is the MAC. Both are designed for software implementations without SIMD.

fn chacha20_pol y1305_seal (
key: & u8; 32],
nonce: & u8; 12],
pl aintext: & u8],
aad: & u8],
) -> Vec<u8> {
l et otk = pol y1305_key_gen(key, nonce);
| et ciphertext = chacha20_encrypt (key, nonce, plaintext, counter=1)
let tag = pol y1305_mac(otk, aad, &ciphertext);
[ciphertext, tag.as_slice()].concat()

}

Performance: 1.8 GB/s on x86-64. ChaCha20 is naturally parallel within each block; the compiler
auto-vectorizes the quarter-round function using 128-bit SIMD when targeting SSE2.

5. Ed25519 Signatures

Ed25519 provides signature creation and verification over Curve25519 using the twisted Edwards form.
Our implementation follows RFC 8032.

fn ed25519 sign(private_key: & u8; 32], nessage: & u8]) -> [u8; 64] {
| et expanded = sha512(private_key);
| et scalar = clanp(expanded[..32]);
let prefix &expanded[ 32. .7];
| et nonce = sha512 concat (prefi x, nessage);
let r = scalar_base_nul tiply(nonce)
let s = (nonce + sha512 concat(r, public_key, message) * scalar) %L;
[r.conpress(), s.to_bytes()].concat()
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Verification checks that 8-s-B == 8:R + 8:H-A, where B is the base point, H is the hash of the message
and public key, and A is the public key. The multiplication by 8 avoids small subgroup attacks on
cofactor-8 curves.

6. Constant-Time Guarantees

All four implementations are verified constant-time using DudeCT, a timing measurement tool that runs
each function 10,000 times with random inputs and applies Welch's t-test to detect timing variation
correlated with the secret input.

/| DudeCT output for X25519

Testing x25519 for timng side channels...

Total measurenents: 20,000 (10K | ow, 10K hi gh Hanm ng wei ght)
t-statistic: 0.42 (threshold: 4.5)

Resul t: PASS —no significant timng variation detected

The Lateralus compiler's constant-time mode (--ct) disables optimizations that could introduce branches
on secret data, including strength reduction that replaces multiplications with conditional subtraction.

7. Performance Summary

Primtive Pure Lateral us OpenSSL (C+asn) Ratio
SHA- 256 450 MB/ s 600 MB/s 75%
X25519 (keygen) 34,000 ops/s 48, 000 ops/s 71%
ChaCha20- Pol y1305 1,800 MB/s 2,100 MB/'s 86%
Ed25519 (sign) 18, 000 ops/s 32,000 ops/s 56%
Ed25519 (verify) 12, 000 ops/s 22,000 ops/s 55%

The gap is widest for Ed25519 because the point multiplication benefits significantly from hand-written
assembly in the OpenSSL implementation. Closing this gap is a planned optimization for the AVX-512
code path.

8. Use in the Lateralus Ecosystem

The four primitives are used throughout the Lateralus ecosystem:
SHA-256: hash-chained telemetry ledger, dataset bundle manifests, LBC file integrity checks.
X25519: mesh protocol key exchange, TLS key derivation in the HTTP library.

ChaCha20-Poly1305: mesh protocol packet encryption, REPL session encryption, capability token
encryption.

Ed25519: firmware signing, dataset bundle manifests (signing), package registry signature
verification.

The pure-Lateralus implementations are used in firmware contexts (Lateralus OS) where a C library
dependency is not available. In desktop and server contexts, the implementations can be replaced with
libsodium bindings via the polyglot bridge for higher throughput.

Lateralus is an open-source, zero-dependency programming language. Project home: https://lateralus.dev. Source:
github.com/bad-antics/lateralus-lang. Released under CC BY 4.0.
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