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ABSTRACT This guide documents the kernel configuration choices made for nullsec. The configuration
balances security hardening (to protect the platform itself) with forensic visibility (to capture traffic and
system calls for security research). We document every non-default kernel option, the rationale for each
choice, and the trade-offs between hardening and capability. The guide applies to both the nullsec Linux
build (x86-64) and the Lateralus OS kernel (RISC-V).

1. Hardening vs Capability Trade-Off

A security research platform faces a unique tension: it must be hardened against external attack
(because researchers often run it on networks with adversarial traffic) while simultaneously providing
deep visibility into its own operation (for analyzing malware, monitoring network captures, and
performing forensic analysis).

The nullsec kernel configuration resolves this by separating hardening (kernel-level protections) from
capability (user-space tooling access). Hardening options that would prevent security research (e.g.,
restricting raw socket access) are kept disabled in research mode and enabled in lab mode.

2. Memory Hardening

The following memory hardening options are enabled in both modes:

KASLR: randomi ze kernel |oad address
ASLR for kernel nenory regions

KPTI: mitigate Meltdown

val i dat e usercopy bounds

random ze slab freelist order

detect double-free in slab
zero-initialize stack variabl es
stack canaries on all functions

CONFI G_RANDOM ZE_BASE=y

CONFI G_RANDOM ZE_MEMORY=y

CONFI G_PAGE_TABLE_| SOLATI ON=y
CONFI G_HARDENED_USERCOPY=y
CONFI G_SLAB_FREEL| ST_RANDOMEY
CONFI G_SLAB_FREELI ST_HARDENED=y
CONFI G | NI T_STACK_ALL_ZERO=y
CONFI G_STACKPROTECTOR STRONG=y
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These options provide defense-in-depth against kernel exploits that target memory corruption
vulnerabilities. They have negligible performance impact (<2% on typical workloads).

3. Network Visibility Options

For network security research, the kernel must allow raw socket access and promiscuous mode without
dropping privileges. The following options are enabled in research mode only:

CONFI G_PACKET=y
CONFI G_TUN=y

CONFI G_NETFI LTER=y

CONFI G_NETFI LTER_NETLI NK=y
CONFI G_| P_ADVANCED ROUTER=y
CONFI G_NET_I PI P=y

CONFI G_NET_| PGRE=y

raw packet sockets (tcpdunp)
TUN/ TAP for VPN and proxies
packet filtering (iptables)
nftabl es support

policy routing

| P-in-1P tunneling

GRE tunneling
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In lab mode (the isolated research environment), these options remain enabled but the nullsec capability
system restricts them to specific user accounts with the net_research capability.
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4. Syscall Auditing and eBPF

All system calls are audited via the kernel audit subsystem. The nullsec audit configuration records:
process creation and destruction, network connections, file opens and closes, and privilege escalation
attempts.

CONFI G_AUDI T=y
CONFI G_AUDI TSYSCAL L=y
CONFI G_BPF=y

CONFI G BPF_SYSCALL=y
CONFI G BPF_JI T=y

CONFI G HAVE_EBPF_JI T=y

enabl e audit subsystem
per-syscall audit records

Ber kel ey Packet Filter

BPF syscal |l for eBPF prograns
JI T-conpi | e BPF prograns
architecture supports eBPF JIT
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eBPF programs provide a safe way to add custom telemetry without loading a kernel module. nullsec
ships several eBPF programs for common research tasks: network traffic sampling, process execution
tracing, and file system activity monitoring.

5. Forensic Capture Configuration

For forensic analysis, the kernel is configured with persistent memory for crash dumps and a
write-protected audit log partition:

CONFI G_CRASH_DUMP=y
CONFI G_PROC_VMCORE=y

CONFI G_KEXEC=y

CONFI G_KEXEC_FI LE=y

CONFI G_ MAGI C_SYSRQ=y

CONFI G MAG C_SYSRQ SERI AL=y

kdunp: capture kernel crash dunps
I proc/vncore for crash analysis
kexec for crash kernel |oading

| oad crash kernel fromfile

SysRq key for emergency access
SysRgq over serial port
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The audit log is stored on a separate partition with the dme-integrity device mapper to detect offline
tampering. The partition key is stored in the TPM, ensuring the audit log is unreadable without physical
access to the TPM chip.

6. Disabled Options and Rationale

The following options are explicitly disabled in nullsec to reduce attack surface:

# CONFI G_MODULES is not set # no | oadabl e kernel nodul es

# CONFI G_KEXEC_SI G FORCE i s not set # al | ow unsi gned kexec for research

# CONFI G_BLUETOOTH i s not set # no Bluetooth (unused, reduces attack surface)
# CONFI G_FIREWRE is not set # no FireWre DVA (security risk)

# CONFI G_THUNDERBOLT is not set # no Thunderbolt DMA attacks

The most significant disabled option is CONFIG_MODULES: disabling loadable kernel modules
eliminates an entire class of privilege escalation attacks. All required drivers are compiled into the
kernel. This limits hardware compatibility but improves security.

7. Lateralus OS Equivalent Configuration

The Lateralus OS kernel (used in the RISC-V nullsec variant) provides equivalent capabilities via its
capability-based security model rather than Linux's sysctl/capabilities approach:

/1 Lateralus OS security configuration (capability table)
const RESEARCH CAPS: [Capability] = [

Capabi l i ty:: Net Raw, /1 raw socket access
Capabi lity:: Net Prom scuous, // prom scuous node
Capabi lity:: Audi t Read, /1 read audit |og
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Capabi lity:: CrashDunp, /1 access crash dunps
Capabi | i ty: : Ebpf Load, /1 1 oad eBPF prograns
1

The Lateralus OS model is more fine-grained than Linux's capability system: capabilities are scoped to
specific resources (e.g., NetRaw(interface: "eth0")) rather than system-wide.

8. Build and Verification

The nullsec kernel is built reproducibly using the Lateralus build system. The kernel configuration is
version-controlled in the nullsec repository; any change to the configuration requires a review approval
from a nullsec core maintainer.

# Build the nullsec kernel
I'tl build --config nullsec-kernel.config |inux-kernel

# Verify the binary matches the published hash
sha256sum bzl mage
# d8f 3a2... (matches nullsec/rel eases/| at est/ SHA256SUVS)

The SHA-256 of each kernel image is published with each nullsec release and should be verified before
booting any nullsec image.

Lateralus is an open-source, zero-dependency programming language. Project home: https://lateralus.dev. Source:
github.com/bad-antics/lateralus-lang. Released under CC BY 4.0.
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